
Risks  
from the  
laboratory?
On the nexus of biosafety, biosecurity  
and pandemic preparedness
       By Una Jakob 
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Reasons of state in the pandemic

Natural outbreak or laboratory accident? Even a good year after the 
COVID-19 pandemic began, this question about its origins has still not 
been clarified once and for all. An investigation by the World Health 
Organisation earlier this year did not resolve this question but rather 
raised new ones.

T he WHO investigation carried out in Janu-
ary 2021 was preceded by a long prepara-
tory process. In May 2020, the World 

Health Assembly (WHA) through WHA Reso-
lution 73.1 tasked the WHO (World Health 
Organization) to investigate the origin of the 
pandemic. In January 2021, after protracted 
preparations and negotiations on modalities and 
access, a team of international experts from var-
ious pertinent disciplines travelled to Wuhan in 
China, where the origins of the COVID-19 out-
break had been suspected. Together with Chi-
nese experts, the team investigated whether the 
pandemic could be traced back to a natural out-
break through direct transmission from bats,  
a natural outbreak via an – as yet – unknown 
intermediate animal host, contamination of fro-
zen food or a laboratory accident. The latter 
hypothesis is the most sensitive politically: the 
question whether the pandemic was caused by 
the accidental release of the SARS-CoV-2 patho-
gen from a Chinese research laboratory. China 
has vehemently rejected this allegation and has, 
in return, suggested that the virus could have 
originated outside China (e.g. Molter/DiResta, 
2020). While some scientists were convinced 
early on that this was a natural outbreak 
(Andersen et al., 2020), others had at least dis-
cussed the possibility of an accident and called 
for an international investigation (Lentzos, 
2020). The WHO team’s official report was pub-
lished at the end of March 2021, but it did not 
produce any conclusive results (Lentzos, 2021). 
Although a laboratory accident is described in 
the report as highly unlikely, at the press confer-
ence on the occasion of the report’s publication 
the WHO’s Director General stated that further 
investigations in this regard were still needed 
(WHO, 2021a, b). Thus the origin of the pan-
demic remains unknown. 

On the one hand, the political debate about 
a possible laboratory accident with SARS-CoV-2 
mirrors the global political situation and the 
rivalry between China as an emerging power 
and the USA as a superpower struggling for its 
supremacy. For example, former US President 
Trump repeatedly held China responsible for 
the outbreak in the early phase of the pan-
demic. The current US administration, together 
with 13 other countries, has criticised the fact 
that the WHO team did not have access to all 
available information in the course of the inves-
tigation, by implication accusing China of not 
having cooperated sufficiently (USA, 2021). 
Moreover, US President Biden recently instructed 
the US intelligence community to investigate 
the origin of the pandemic more closely; China 
meanwhile continues to criticise such state-
ments as being politically motivated (Hunnicutt 
and Bose, 2021)

Biosafety and biosecurity – concepts at the 
interface of security and health
On the other hand, the debate about the origin 
of the pandemic is part of the international and 
interdisciplinary discussions on biosafety and 
biosecurity in which the international security, 
global health and life sciences communities 
have engaged for several years. The term 
“biosafety” denotes measures to avert the acci-
dental release of pathogens from laboratories, 
and “biosecurity” means preventing unauthor-
ised access to such pathogens. Among many 
other issues, these discussions have addressed 
the question of how to handle research activi-
ties which pursue beneficial and legitimate 
goals but at the same time harbour a high 
potential for misuse or harm if the pathogens 
under study are deliberately or accidentally 
released. Ill
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Reasons of state in the pandemic

Such research is referred to as “Dual Use 
Research of Concern” (DURC). In biology, 
DURC experiments often relate to the field of 
genetics and genetic engineering, especially in 
“gain-of-function” research. Here, pathogens 
are modified in such a way that either some of 
their properties are artificially altered (e.g. 
enhanced pathogenicity or person-to-person 
transmissibility) or new properties are added 
(e.g. resistance to drugs) (see Casadevall/Impe-
riale, 2014). Various synthetic biology experi-
ments have also been criticised as (too) danger-
ous, such as the reconstruction of the “Spanish 
Flu” virus that triggered a devastating pandemic 
in 1918–1920 or the synthesis of a virus that is 
related to the smallpox virus (Koblentz, 2020). 
DURC experiments are often conducted to bet-
ter understand the nature of dangerous patho-
gens and to be able to assess and reduce the risk 
of pandemic outbreaks more effectively. In the 
process, however, more dangerous pathogens 
can be created which, if deliberately or acciden-
tally released from the laboratory, could trigger 

precisely those hazards they were supposed to 
reduce. This risk renders such research a secu-
rity issue in the context of biosafety, biosecurity 
and biological risk reduction.

The spectrum of biological risks
Biological warfare, that is, the use of diseases or 
toxins as weapons, has been known for centu-
ries. For example, during the siege of the city of 
Kaffa on the Crimean Peninsula in the 14th cen-
tury, besieging troops are said to have catapulted 
the corpses of plague victims into the city. In the 
18th century, in the course of the colonisation 
of North America, British military personnel 
issued blankets and clothing contaminated with 
smallpox to Native Americans (Wheelis, 2001). 
The aversion against and prohibition of such 
warfare can be traced back just as long. The use 
of biological weapons is universally and globally 
outlawed today. For almost 50 years, the Bi o-
logical Weapons Convention (BWC) has more-
over prohibited the possession, production and 
 transfer of biological weapons for its current 

Where could the novel 
coronavirus have originated? 

The diagram shows the 
possible routes of introduction 

investigated by the WHO
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183 member states. A research project at the 
Peace Research Institute Frankfurt (PRIF) is 
examining the question of whether this prohibi-
tion can now also be considered a norm under 
customary international law.1

Non-compliance with the ban on bioweap-
ons has been rare (see Carus, 2017). However, 
due to changing political circumstances and 
technological developments, bioweapons could 
become an option in the future for countries 
that would not shy away from norm violations. 
To date, there are only isolated examples of 
attempted or actual terrorist attacks with path-
ogens or toxins. These include, for example, the 
“anthrax letters” in the USA in October 2001 or 
the foiled attempt in Cologne in 2018 to dis-
perse the plant toxin ricin via an explosion. 
Some transnational terrorist organisations are 
also said to be interested in biological weapons 

(Lentzos 2020). The technological hurdles for 
synthesising or modifying pathogens for terror-
ist use are very high. Access to such pathogens 
stemming from DURC experiments might pos-
sibly represent a desirable option for terrorists 
or criminals. Since such experiments are usu-
ally carried out under high safety and security 
precautions, illicitly acquiring such pathogens is 
difficult and accidental release improbable. 
Accidents with pathogens nevertheless have 
occurred repeatedly (Furmanski, 2014), and 
DURC experiments might be conducted even 
more frequently in future considering the cur-
rent pandemic experience. Effective and appro-
priate biosafety and biosecurity measures 
should therefore be discussed and introduced 
early on. 

The keywords “biosafety” and “biosecurity” 
encompass issues that were originally tackled in 
separate research areas. The containment and 
prevention of infectious diseases falls within the 
scope of global health promotion and research. 
Protection against the accidental release of dan-

1  https://www.hsfk.de/en/research/projects/projects/
the-prohibition-of-biological-weapons-a-norm-of-custo-
mary-international-law

Working under difficult 
conditions: the WHO’s 
scientific delegation outside 
the fish market in Wuhan.
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gerous pathogens moreover touches on ques-
tions related to occupational safety. Preventing 
unauthorised access and deliberate spread also 
calls for action in the areas of law enforcement, 
judiciary and security policy. Preventing the use 
of diseases as weapons ultimately requires 
 diplomatic, intelligence and defence efforts. 
Together, these topics span the entire spectrum 
of biological risks – from natural disease out-
breaks to laboratory accidents, criminal activi-
ties, bioterrorism and state-run bioweapons 
programmes.

In political practice, this is reflected, for 
example, in a shift in the discourse within the 
institutions for biological disarmament. As the 
author has explored in a project in the frame-

work of the “Normative Orders” cluster of excel-
lence in Frankfurt2, the key issues in the diplo-
matic efforts concerning biological arms control 
have continuously moved away from classical 
biological disarmament over the last 20 years: 
State-centred, binding transparency and verifi-
cation measures were largely sidelined, and 
countries have increasingly concentrated on 
national preparedness for and defence against 
biological risks across the entire spectrum 
instead. International cooperation in the peace-
ful use of the rapidly developing fields of biology 
and biotechnology, including to promote global 
health, is playing an increasingly important role. 
This brings us back full circle to the question of 
how to deal with DURC as an important and at 
present controversial aspect of biosafety and 
biosecurity.

Enhancing biosafety and biosecurity requires 
interdisciplinary research
On the basis of the information currently avail-
able, it is impossible to tell whether the COVID-
19 pandemic outbreak originated from a natural 
outbreak or a laboratory accident. To answer 
this question, further independent investiga-
tions would be necessary, which would have to 
be conducted without the limitations set by the 
WHO’s mandate and with extensive access 
rights. The results of such investigations could 
yield important insights, beyond the specific 
case in hand, into how the risk of a pandemic 
could be minimised in future and how risks  
in security-relevant research could be better 
assessed and reduced. 

Studying these topics and devising policy 
options require an interdisciplinary approach to 
the topics of biosafety and biosecurity from the 
perspectives of the natural, social and legal 

2  https://www.hsfk.de/en/research/projects/projects/
from-biological-disarmament-to-biosecurity-securitiza-
tion-or-humanization-of-biological-weapons-control-
after-september-11-2001
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IN A NUTSHELL

• Even after a WHO investigation, it 
remains unclear whether the COVID-19 
pandemic originated from a natural 
outbreak or a laboratory accident.

• Pandemic research often includes 
security-relevant experiments in which 
pathogens are synthesized or modified.

• Their unintentional release is one of the 
biological risks on a spectrum ranging 
from natural disease outbreaks to 
laboratory accidents, criminal or 
bioterrorist activities and state-run 
bioweapons programmes.

• The question of the origins of the 
COVID-19 pandemic must therefore 
also be seen in the context of the global 
debate on biosafety and biosecurity, 
that is, efforts to contain these risks.

• To improve international biosafety, 
interdisciplinary research from the 
perspectives of the natural, social and 
legal sciences is needed.

Delegates of the  
2019 BWC Meeting  
of States Parties  
in Geneva.

Photo: UN Geneva
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sciences. To name just a few important topics: It 
could, for example, be explored whether glob-
ally harmonised standards and regulations could 
sustainably improve biosafety and biosecurity, 
that is, protection against all the biological risks 
outlined above, and how such standards and 
regulations could be agreed upon. This includes 
making laboratories safe and secure, as well as 
strengthening international bioweapons con-
trol. Criteria for a risk-benefit assessment in 
DURC experiments would also have to be 
defined on an interdisciplinary basis, carefully 

balancing the goals of minimising the potential 
risks of biological research and of avoiding 
undue restrictions on the freedom of science. 
The results from such research could also help 
prepare and support political decisions.

The current pandemic highlights areas in 
which further research would be necessary in 
order to be better prepared for similar events – 
not only in terms of health but also (bio)safety 
and (bio)security policy. Hopefully, the pan-
demic experience will provide the incentive to 
tackle this work. 
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